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'_'Abstract

~The: main -goal, of the VM4SEC prOJect IS’ to |mplement a’ system that Wlll. |
include software quallty tools, ~whiech are eXpected to. face:the: time- :
-*consuming, difficult, and ‘prone to errors Verification and Valldatlon (V&V)

““processand to minimize the number of. vulnerabllltles in software products _'

and .the testlng and: |nspect|on efforts. The VM4SEC prOJect aspires. to .
.'-|ntroduce an” innovative technique to ‘detect’ vulnerabllltles - software;-;_"_
4 prOJects using the correspondlng support tools that allow the merglng of =

-,securlty reqmrements ine the code development process (reducnng_ g
. maintenance software “‘time),” -in order. to - effectlvely increase the

_ 'product|V|ty of developlng secure software appllcatlons The V|S|on of the- "
 VM4SEC +is the. toolklt to become an - mnovatlve and W|dely accepted-'

. "t solution’ by the software development |ndustry for the. cost- ~and tlme—"

"eff|C|ent development of securlty sensrtlve software products, but also to.
“ form areliable basis for future research efforts on software security. More.
specrflcally, _the VI\/I4SE€ pro;ect will evaluate the securlty of software_ "

"'products that are under development and W|ll detéct vulnerabllltles

central mterface el the system

promptly through machlne learnlng algorlthms In addltlon it W|ll prowde a
S recommendatlon englne which -will target avordlng thelr mtroductlon rnto'
,_-the system and therefore will | |mprove the quallty (relatlve to the schrlty)'. -

of the software product that is under development “and also W|ll ensure

_"-compllance with® orlglnally prescrlbed security:. requ1rements Flnally, ;
approprlate vrsuallzatlon technlques wrll be |mp1emented in- the appeallng ;

i*_',.-;Motlvatlon and challenges b

A lot of avallable software products may contaln vulnerablllttes and often-ﬂ'_;_';-
2 constltute target ‘of ‘hacks. Due to the high ‘cost. and llmlted avallable time,
__developers do not check and test the avallable software thoroughly befo|=e Ve

 releasing it ready for.use. On. the ‘other ‘hand, the ‘owners of: Software
e __”'_'companles do not: find it necessary or may. not afford to invest t|me money, -

and human effort to: detect potentlal vulnerabllltles |n under development

R software or:to evaluate the products securlty

_"'Some developers |n order to evaluate the. securlty of- the software they';'_'_’;
develop, use the eX|st|ng Ver|f|cat|on and Valldatlon (V&Y) technlques that
enable the |dent|f|cat|on of vulnerabllltles that re5|de in the source code 23
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- Verification is the. process of determlnlng |f the software |n questlon T8k
" designed and developed accordlng to " speC|f|ed _requirements. .-
. 'Specifications- act as inputs for. the software development process.’ The
code for any-softwaré application-is ‘written based on the specrflcatlons |

_' ‘document Otherwise, Valldatlon is often conducted afte-r the completion of
“ the entire software. development process. It checks |f the cllents get the

_product they dre expecting. Validation focuses only on the output it does

~.nhot concern |tself with the’ internal processes and technlcal |ntr|caC|es of'-":_..
.i'the development process These technlques mclude static loglc analysrs L
_ ';testrng, relrablllty assessment by probablllstlc ‘méthods,” and - some_"- v
speC|alt|es in'the test of. databases The existing: Verlflcatlon and*Validation:

R (V&V) technlques are not the best solutlon because they can produce an-

% -overwhelmlng number of; results{(e. g alerts) wh|ch are in a low level and'_'

: '--'_raw form Moreover, they are |neff|c1ent tolarge software as far as they lack'

_quantlflable expressions: of Software Security. For this reason, VMA4SEC -
¥ prOJect W|ll bwld models able to measure: the overall secunty leVel of &

.given software product (ora specrfrc aspect of securlty) by post processmg. o

'_-:.'the results of the V&V tools “The main: problem is that modern software
_ ".products are normally large, consisting of a targe . number of components.
(eg.; classes) Also; security-testing is costly with. respect to time and effort,

vasfar as there is‘a lack of mechamsms to hlghllght those parts of: a software s

_;-product that need care from a secunty V|ewp0|nt In the context Foli thel'
| _'prOJect models able ‘to hlghlrght secunty hotspots ; software .
components that arellkely to contaln vulnerabllltles w1ll be bU|lt

".'..I-_'VM4SEC PROJ ECT

VM4SEC (Vulnerabllltles elrl\/llnatlon toolklt for"_ SEGUre software-,'-”__""
development) is-a prOJect co-funded by the "Investment PrOJects Qe
' -i'Innovatlon" of'the Reglon of Central Macedonla W|th the: goal tointroduce a’
.'system that will 2):Detect potentlal vulnerabllltles in‘the source. code of an-'—_‘ __
"'"'under~development software in‘a tlmely manner. b). Automatlcally assess'
- “the crltlcallty of. securrty issues that have been-identified .c) Evaluate. the

-'.'securlty level of a software appllcatlon by prowdlng quantltatlve indicators - ':
wood) Provrde recommendatlons for correcting breaches of : code related_'_'_i'

'securlty rules and: e). Proyide: recommendatlons for. focusmg on.: code‘-"
“.control ‘and: rede5|gn procedures ln parts of the software that may be -
Vulnerable. ¢ * ! - - : - )




l Objective #1 - Select Security Analysis Type

«.-The prospectlve user. has the p055|b|l|ty to ensure the securrty of the: code‘ _
of ‘a software appllcatlon by choosing between various. securlty functlons' )

-(tools/models) prowded by.. the VMA4SEC platform More $pecifically; the . *
prospectlve user will declare thesecurlty level of a selected application-and - «

7 then;ithe System ‘allows the user to.assess. the securlty level of the- entirek_- e

‘_'selected applrcatlon and/or to |dent|fy vulnerabllltles in’ the” source code.:

: “The user selects:the desired model/tool déepending on the level i securlty
% he/she wants to check and the system dlsplays the 'analy5|s results '

Objective #2 - Quantitative Software Secu rity g
Assessment 3

'-U_;VM4SEC W|ll support the assessment of the overall securlty level of a,._

: :.selected software appllcatlon I partlcular the prospectlve userdeclares'-'- -
2 'Ithe software ‘application that -he/she Wants to’ be evaluated, as well as the "

"_programmlng language of the applloatlon in order. for the most osmtable',-?'_' |

-'_'analyS|s model ta be utlllzed The system analyzes statlcally the source;:.
-~ _code ©f the selected software. appllcatlon and executes. the |mplemented.'
-"Securlty Assessment model to- calculate the: overall securrty score. F|nally, 491

it dlsplays a report W|th the detalled results of the securlty assessment

| " —— Software
-_' Prediction &

R ”,VI\/I4SEC wrll detect the potentlal vulnerabllltles of software I\/Iore' '

L ___'SpeC|f|cally, the prospective user declares to be informed about the parts_"': X
‘ "'of the selected software appllcatlon that may be vulnerable The system -4

% i"._'analyzes the source code of the selected software product and ‘executes. -

"'-'-'_the |mplemented Security: Vulnerablllty Predlctlon models to categorlze--';;":

__the appllcatlon components as vulnerable or not
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‘Then, the system displays a report_'with the software: com'ponents that are
" predicted 'to be vulnerable and a score that reflects the l|kel|hood of the|r
..vulnerablllty p Ao S - P Do, SR T B T

~VM4S EC Archltectu re.

The purpose of the present platform |s to faCIlltate prOJect managers and
software englneers monitor and optlmlze the secu r|ty level of their software'_
-'*'appllcatlons This'is achleved through the provrsmn of novel models. for: (i)
g 'prowdlng quantltatlve expresS|ons of the secuy r|ty level of software products ‘<
| ','-and (i ) ldentlfylng potentlal security. hotspots s software components' !
_-that are likely: ‘tor. contain vulnerabllltles In partlcular the followmg e
':_ models/techmques/mechanlsms are prowded o :
Quantltatlve Securlty - (QSA) 'The purpose of thlS
mechanlsm is'to evaluate the Internal security. level of a given software'-
product in a quantlflable Way In particular, it employs static analy5|s |n'-'-'_.
' order to detect issues with: potentlal security impact and aggregates the "
results of static analySIs using state-of-the-art securlty models. in order |
o’ compute high-level measures WhICh reflect |mportant secunty aspects.
of the analyzed software (e:g., Confrdentlallty, Avallablllty, etc) It also .
-Teports, the overall SecurIty 8core of the: analyzed software, Ie the'
Securrty Index . - RS LN e B iU
Vulnerablllty Predlctlon (VP) The purpose of thls mechanlsm |s to"
hrghl|ght securlty hotspots that reside in a given software e, software.
compo.nents that are llkely to contaln vulnerabllltles In partlcular itis
_based :on machine . learnlng models WhICh recelve as |nput features'\-
extracted from the analyzed software from |ts source code elther through
* text mlnlng or-static. analysrs and dec1de whether each cbmponent |s
o likely, to contain avulnerabillty or not AT G Tt s SR ey S8
The aforementloned mechanlsms (i.e. toolboxes) are avallable as standalone:- -
'3I\/I|croserVIces that can: be. lndIVIdually mvoked through HTTE: Requests. A
_central front end has been developed i.e.,a dashboard whrch provrdes an'_“ __
: "easy -to-use mterface for usrng all the fu nctlonalltles that‘are prowded by the .
i"_broader platform through graphrcal e’lements and a way to better vrsuallze.' :
¥ -the results of the analysrs lnstead of requests 4 : D
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Back-end Services

Quantitative Security Assessment
(Web Service)

Vulnerability Prediction
(Web Service)

MongoDB
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